


[bookmark: _Hlk110342907]SPEAR User Guide	- Set up your new USB security token
Purpose of this Guide
The purpose of this guide is to assist SPEAR users to set up a new USB security token and install their digital certificate.
Already installed your digital certificate?
If you have already downloaded and installed your digital certificate from DigiCert, please instead follow the steps available at https://www.spear.land.vic.gov.au/spear/links/token-import.shtml
Important - Software required
Please ensure the SafeNet Authentication Client software has been installed prior to commencing the steps below. A link to the software is available at https://www.spear.land.vic.gov.au/spear/links/new-token.shtml  

If you experience issues installing this software, please contact your IT department to ensure you have the required privileges.
1. Insert your token and change the password
Once the software has been installed, insert your USB security token into one of your computer’s USB ports. If this is the first time you’ve used this token, the software will prompt you to change your password.
[image: ]

NOTE: The default token password is: 1234567890




Enter and confirm a new password to protect your USB security token.

This is the password that you will be asked to enter when you digitally sign in SPEAR






2. Open the installation email 
You will receive an email from DigiCert when your digital certificate has been issued. To commence the installation process, click on the hyperlink contained in the email from DigiCert.
[image: ]









[image: ]Confirm that the details displayed are correct.


Click on ‘continue’.



3. Enter SMS code 
Have your mobile phone ready.
[image: ]



Click on ‘continue’.




Enter the code sent to your mobile.Enter code and click continue’.








4. Accept the Gatekeeper Subscriber Agreement
Read and agree to the subscriber agreement. A copy can be downloaded for your records.Agree and click ‘Continue’












5. Download your certificate file
[image: ]Your digital certificate file will be downloaded automatically. Copy or take note of the temporary password displayed on screen and then open the downloaded certificate file. You will need this password to install your digital certificate.

Note: If you are unable to find the file, check your downloads folder.
[image: ]
Double-click to open the certificate file.



6. Complete the Certificate Import Wizard
[image: ][image: ]Depending on your Operation System version, the Certificate Import Wizard may look different or present other options. You can generally accept the default values.


















Enter the password copied or noted in the previous step. Ensure you tick ‘Mark this key as exportable’.
[image: ]


Enter or paste the copied password.


You must tick ‘Mark this key as exportable’.






Accept the default values on the following screens.
[image: ][image: ]












7. Import your digital certificate onto the token
You will be prompted to add the certificate to your token. 
Note: This is the password you set in step 1 of this guide.
[image: ]

Enter your token password when prompted. This is the password you set in step 1 of this guide.
[image: ]


Enter the password you set in step 1 of this guide.






A window will pop up to confirm the certificate was imported successfully. Click ‘OK’ to close any open windows and return to the DigiCert installation process before continuing to the next step.
8. Test your digital certificate with DigiCert
Following installation, you will be asked to test your certificate. Read the instructions then click ‘Begin Test’.







Select your new certificate to test.
Choose the correct certificate then click ‘OK’.






Enter your token password when prompted.
Test was successful, click ‘Continue’.







Once the test has been completed successfully, the installation process is complete. There is no need to back up your certificate as it is stored securely on the USB security token.
What next?
You can now test your digital certificate in SPEAR. For further information on testing your certificate, visit https://www.spear.land.vic.gov.au/spear/links/new-token.shtml  
Need more information?
Further information on this topic can be found by:
Speaking with your IT department if you’re unable to install the software
Visiting the SPEAR website www.spear.land.vic.gov.au/SPEAR.
Contacting the SPEAR Service Desk on 9194 0612 or email spear.info@delwp.vic.gov.au
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NOTE: This email refers the the Gakekeeper Pilot Environment. Do not confuse this with the production Gatekeeper service.

Dear Hr Haverford,

Your Gatekeeper certficate enrolment has been approved andis ready for instalation.

Enrolment!D 21549

Tye Gatekeeper Manager Certficate
Common Name Tommy Haverford
Account 360 SURVEYS PTY LIMITED

Community  SPEAR

Ifthe above link doesnit work:

1. Point your browserto https:/pilot.symantec-gatekeeper.com.aufinstall
2. Copythe installation code below and paste tin when prompted:

£FM317aTdyg92rWVQFIEKVERO10J52VKJuNHENING2ESQ
For assistance with certficate installation, please contact Support:

ksu mantec.com
+6139914 5600 (select option 2, “Technical Support”)

9:00am - 5:00pm AEST
Monday - Friday
(excluding Victorian and National Public Holidays)

You have recived s ema because you hok  Gatekesper cetficate andior manage 2 Gaiskesper 3000t
Symantes respect your prvacy. You ey v ou privsey ststement ere

Symantes Webste Securty Solutors Pty Lia
20 80K 2052, Soutn Melbourne, Vitors, Austria, 205

g gt symanteo-ostekespercom su sizort
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Confirm Your Details

CommonName  Tommy Haverford
Type  Gatekesper Manager Certfcate

Ifthese details are incorrect, please click Cancel.

x Cancel
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In orderto continue with installation you will need:
« Access to your mobile phone (04XXXXX831) registered during enrolment.

Installation typically takes about 5 minutes to complete.

Ifyou can't complete installation atthis time, please choose Cancel. You may retum at any time using any computer.

x Cancel = Continue
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‘Gatekeeper Pilot Environment Fortest purposes only. Warnings & Terms of Use.
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SMS Code

‘Symantec has sent an SHS authentication code to your mobile phone:
‘Phone: 04XXXXX831

Please checkyour phone and enter the code below.

x Cancel = Continue

Contact Support  Legal & Privacy

‘Gatekeeper Pilot Environment For test purposes only. Warnings & Terms of Use.
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‘Symantec has sent an SHS authentication code to your mobile phone:
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Please checkyour phone and enter the code below.
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Contact Support  Legal & Privacy
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Accept the Gatekeeper Subscriber Agreement

Please read and consentto the Symantec Gatekeeper Subscriber Agreement

Your Agreement

'SYMANTEC GATEKEEPER 2.0 CERTIFICATE SUBSCRIBER AGREEMENT

YOU MUST READ THIS SYMANTEC GATEKEEPER 2.0 CERTIFICATE SUBSCRIBER AGREEMENT
("AGREEMENT") BEFORE APPLYING FOR, ACCEPTING, OR USING A SYMANTEC GATEKEEPER INDIVIDUAL,
BUSINESS, OR DEVICE CERTIFICATE (EACH, A "CERTIFICATE"). IF YOU DO NOT AGREE TO THE TERMS OF
THIS AGREEMENT, DO NOT APPLY FOR, ACCEPT, OR USE THE CERTIFICATE. BY CLICKING "ACCEPT"
BELOW OR BY ACCEPTING OR USING A CERTIFICATE, YOU AGREE TO BECOME A PARTY TO, AND BE
BOUND BY, THESE TERMS.

1. Background

1.1The Australian Government Information Management Office (AGIMO) has accredited Symantec
(Australia) Pty Ltd ("Symantec") to provide certain PKI services to, or for the purposes of, Australian
government agencies. -

& pownload as PDF

I r James Fox, agree to be legaly bound by the terms of the Symantec Gatekeeper Subscriber
Agreement.

< Continue

ontact Support  Legal acy
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Requesting certificate

Generating cryptographic key

Generating certificate request

Creating downloadable certificate file

Your new certificate has been downloaded automatically to your Downloads folder. It should popup in the Download Bar at

the bottom of this window.

I you need to re-download the file, click here.

Complete these steps now to install the downloaded certificate:

1. Click the file in the Downloads Bar below or navigate to you default download location and double-click the file called

tommy -haverford-2022-0289c2ce  pFx.

2. This will open the Certificate Installation Wizard. You can click Next/OK for each wizard step and accept the default

settings.

3. When asked for the password for the private key, click below to copy this password and paste itin

15LYYRO3X6EV  Cicktocopy
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Note: More than one certificate can be stored n a sinle fle in the folowing formats:
Personal Information Exchange-PKCS #12 (PFX,.P12)
Crypograptic Message Syntax Standard- PKCS #7 Certifcates (P78)
Micrsoft Seralzed Certficate Store (.SST)
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& Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certifcates, certficate trustlists, and certficate revocation
fists from your disk to  certicate store.

A certificate, which s issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connectons. A certficate store is the system area where certificates are kept.

Store Location

@ currentUser

O Local Machine

To continue, cick Next.
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Test Certificate

“This step will test your new certiicate to ensure installation was successful.

Afer clicking below your browser will prompt you to choose your certicate.

Click below, then sslect the certficate called JJ's 2014 GK Signing which expires on 12 September 2016.

Begintest

‘Gatekeeper Pilot Environment Fortest purposes only. Warnings & Terms of Use.
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Test Certificate

“This step will test your new certiicate to ensure installation was successful.

Afer clicking below your browser will promp| Windows Security

Click below, then select the certiicate.

Confirm Certificate

‘Confirm this certificate by clicking OK. Ifthisis not the correct certificate,

dlick Cancel.

17's 2014 GK Signing
ssuer: Gatekeeper TEST General Ct...
Valid From: 11/09/2014 to 12/09/2016
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Test successiull Your new certiicate is working correctly.

= Continve
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